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(54) Method and apparatus tor controlling and securing mobile phones ttiat are lost, stolen or 



(57) A method and apparatus is provided for con- 
trolling a mobile phone when It has been lost or stolen 
in order lo prevent its use except to help the owner find 
it. ControUing the phone renwtely may be implemented 
via a known Short Messaging System, for example. The 
security features provided areas follows: (1) Displaying 
contact inlorniation (phone number) of the owner on 
screen when Ihe mobile phone can not start up nonnaHy, 
for example, due to an incon-ect security code entry; (2) 
Setting the mobile phone in a secure state where it can 
only be used to call one number (Emergency calls are 
ol course always possible.); and (3) Commanding the • 
mobile phone to send Information about its location and 
usage via SMS to a given number. In order to prevent 
an unauthorized person from misusing another^ mobile 
phone, Ihe commands given remotely must contain a 
security code lor the mobile phone. The code is also 
needed to open a locKed phone, in operation, the mobile 
phone can be set Into a secure mode by remote control 
after ii has actually been lost or stolen. The phone can 
also be set into a locked nmde by remote control, when 
it is still on; Ihe security code is not needed in daily use; 
and Ihe phone can be used to infomn the owner about 
its location and usage. 
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Description 

BACKGROUND OF THE INVENTION 
1. Field Of Invention 



[0001] The present invention relates to a mobile plione; and niore particulariy, to tite security and control of a inot>ile 
phone that is lost, stolen, or misused. 

2. Description of Related Art 

[0008J Various security mechanisms for mobHe phones exist: 

[0003] A SIM card having a PIN code is known In the art. If a code que7 is active the SIM card cannot be used for 

calling. 

[0004] Mobile phones also have security code features which prevent the use of the mobile phone, or restrict It (e. 
g, preventing the use of a phone number memory). When the feature is active, a code is aslced at startup. 
[0005] Another security measure Is to use a Iceypad lock that can require a security code when opened, it Is also 
possible to turn the keypad tock on automatically, tor example, after a timeout when the moble phone Is not used. 
(00061 However, the known anU-theft features do have disadvantages: 

[0007] For example. If a phone has been k>st with the power on, anyone can use it as long as H remains on. Only 
automatic locking when the mobile plwne is not used prevents this. 

[OOOB] Some security schemes toad the user during daily use. When the user has to type in a security code each 
time the mobile phone powers on. or even each time when the keypad lock Is opened, it can be seen as unnecessary 
woric most of the lime. The cases where a mobile phone gets lost are quite rare, after aR. 

[0009] There Is no easy way for the person who has found a k>st phone to contact the owner, especially if the mobile 
phone has some kind of hick preventing the use of it. 

SUMMARY OF INVENTION 

[001 0] In summary, the present Invention provides a method and apparalusforcontrolHng amobile etedronicsdevtee, 
Including a mobile phone or laptop computer, when It has been lost, stolen ormisused in order to prevent its use except 
to help the owner find it. Controlling the mobile phone remotely may be achieved, for example, via a Short Messaging 
System (SMS). ThB security features are as follows: 

1 ) Displaying contact Information (phone numbeO of the owner on a display screen when the mobile phone does • 
not Stan up nonnelly, for example, due to an incorrect security code entry. 

2) Setting the mobile phone in a secure mode where it can only be used to call one number. (Emergency calls are 
of course always possible.) 

3) Commanding the mobile phone to send Information about Its tocatton and usage via SMS to a given number. 

[0011] In order to prevent unauthorized persons from misusing others' mobile phones, commands given remotely 
must contain a security code for the mobile phone. T)» security code is also needed to open a kxjked phone. 
[0012] When the moUie phone can be set Into a secure mode by remote control after It has actually been lost, some 
of the above-mentioned problems can be solved; 

[0013] The mobile phone can be set Into a tockod mode by remote control, when B Is stM on. 

[0014] The security code Is not needed In dally use, (However, the PIN code query In the SIM card would still be 

needed In order to prevent the use of the SIM card in other phones.) 

POIS] The mobile phone can be used to infomi the owner about its location. 

[0016] The method and apparatus of the present invention also conoplement and enhance the other security mech- 
anisms already In use. 

BRIEF DESCRIPTION OF THE DRAWING 

[0017] The drawing Includes the foltowing: 

Figure 1 1s a bkick diagram of a mobile phone that is the subject matter of the present inventtoh. 
Figure 2 is a Vtock diagram of security and control modules of the mobile phone shown In Rgura 1 . 
Figure 3 Is a phone kxsked display message for displaying on the mobile phone shown in Figure 1 . 
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Rgure 4 Is a phone locked display message for displaying on the mobile phone shown in Figure 1 . 
Figure 5 Is a phone lost display message for displaying on the mobile phone shown in Figure 1 . 
Figure 6 is a phone stolen display message for displaying on the mobile phone shown In Figure 1 . 

DETAILED DESCRIPTION OF INVENTION 

[001 aj Figure 1 shows the mobile phone generally indicated as 10 that Is the subject matter of the patent application, 
for use in connection with a telecommunication nelworic 11 . The scope of the invention is also intended to cover other 
mobile electronto devices, such as a portable computer. 

[00191 The mobile phone 10 includes a signal processor 12 connected to an antenna module 14 having an antenna 
IS, a display module 16, a position location module 18; a microphone/eaiplece module 20, a read only memory 22, a 
keyboard module 24 and a random access memory 26. which are aH known in the art. The operation of the sigital 
processor 12 in relatton to the aforementtoned elements is also known in the art IMoreover, the scope of the invention 
Is not intended to be limited to any partfeular kind or type of these elements. 

(OOZOJ The signal processor 1 2 is also connected to security and control modules 28. The whole thrust of the Invention 
relates to the operation of the security and control modules 2B with respect to the securtty and control of the mobile 
phone 10, especlaily by remote control 

(0021) Figure 2 Shows in detail the security and control nnodules 28, whteh wUI be described in relation to the various 
securily and control applteations set forth bek>w. 

SECURITY APPLICATIONS 

[0022] The security and control modules 28 include an owner information display module 52, a remote<ontrolled 
secure mode module 64 and a status mesaage module 56 whteh are diseussed below. 

Owner infomiatton Display 

[0023] In Rgure 2. the owner Infonnrallon display module 52 operates to enhance current security concepts by pn>- 
viding contact information of the owner of the mobile phone 1 0 (Rgure 1 ) for cases where the anUle phone 1 0 is found 
by someone else. 

[0024] The random access menwry 26 (Figure 1 ) in the mobile phone 1 0 contains fiekls where the ownerAjser can 
store informatkm (above all, a phone number other than the mobOe number) about him/herself. The owner Informatnn 
Is used to Improve the existing security code concept as follows: 

[0025] When the mobile phone 1 0 starts up, the SIM Is checked first, and a PIN code query is displayed (if PIN query 
is "on"). In case the PIN Is successfully entered and the SIM Is an owner's SIM (known by the mobile phone), the mobile 
phone starts up andean be used nomially. 

[0026] The improvement of the present invention Is that: If the PIN query is cancelled, the owner display module 52 
displays on the display module 16 (Figure 1) of the mobile phone 1 0 a phone locked message with owner information 
shown in Figure 3. 

[0027] In an alternative case, another SIM card which is not the owner's SIM may be put into the mobile phone 1 0, 
and It the PIN is entered correctly, then the mobile phone 10 requests a security code. If the security coda is given 
correctly, everything proceeds as usual. But if the securtty code query is cancelled, or a wrong security code is given, 
the mobile phone 10 goes Into a secure mode where the owner display module 52 displays on the display module 16 
(Figure 1 ) the Information shown In Figure 4. 

[OOaq In this case, the SIM has been successfully inserted In the nwbile phone, so It Is possible to make a call. 
However, the owner display module 52 of the mobile phone 1 0 only allows a call to the number dtepleyed In the message! 
The call can be made easily via ihe soltkey on (he Keyboard module 24. 

[0029] The owner display module 52 disables any other use of the mobile phone 1 6 (except for emergency calls). 
This Is called a Secure mode, which Is discussed In more detail below. 

[0030] The owner Information display module 52 may be Implemented using hardware, software or a combination 
thereof. A person skilled In the art would be able to Implement the owner Inf onratkm display module 52 without undue 
experimentation. 

Remote-controlled Secure Mode 

[0031] In Figure 2, the remote-controlled secure mode module 54 places the mobile phone 10 In a secure mode 
which Is a state where the usage of the mobile phone 10 is pmhibited, except for emergency calls and calls to one 

other number. 
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[0032] The mobile phone 10 can go Into the secure mode at startup, as described above in relation to the owner 
Information display module sectton. or it can be switched into the secure mode by remote control, using a control 
message, white the mobile phone 10 is 'on°. The security code of the mobile phone 1 0 Is always required in the control 
message to make it valid. (Below, in a section entitled Control Messages, the structure of control messages is discussed 
in more detail.) 

[0033] For different situations the user can provide diflerent control messages, and display different messages in 
these modes depending on whether the mobile phone 10 is purposely locked for any reason. The mobile phone is 
lypksally locked because it is lost or stolen, as (oikiws: 

Lock Phone 

[0034] The remote^ontroUed secure mode nwdule 54 tocks the mobile phone 1 0 when the owner sends the control 
message with a k)ck phone Instaictton. The mobile phone 10 goes into a phone kxsked state or mode, and a phone 
locked display message shown In Figure 4 is ifisplayed by the display module 1 6 In Hgure 1 . The owner number stored . 
m memory 26 ol the mobUe phone is used in the phone locked display. 

Phone Lost 

(0035) The remote-controlled secure mode module 54 locks the mobile phone 1 0 when the owner sends the control 
message with a phone tost instruction. The remote-controlled secure mode module 54 locks the mobile phone and 
displays a phone lost display message shown in Figure 5 on the display module 1 6 in Figure 1 . In this case, the mobile 
phone number to be displayedcan be sent with the control message, so it can be any number the owner finds convenient 
at the moment. If a number is not sent, the number stored in the memory 26 of the mobile phone Is used instead. If 
the mobile phone is switched off and after being put into a phone lost mode, the mobile phone starts up as described 
In the previous sectton, but If the (PiN and) security code Is not entered correctly, the new contact number wlil be 
displayed instead of the previously stored one in the message, and phone lost text is used instead of the phone locked 



30 

[0036] The remote-controlled secure mode module 54 also locks the mobile phone 10 when the owner sends the 
control message with a phone stolen instmction. The remote-controlled secure mode module 54 will lock the mobile 
phone 10 and display a phone stolen display message shown in Figure 6 on the display module 1 6 In Figure 1 . This 
phone state is identtoal with that of the phone lost message. 
3s (0037] An example of a control language for Implementing these instructions from the userAnmerto the mobile phone 
1 0 are discussed in more detail below. 

(0038] The remote-controlled secure mode module 54 may be implemented using hardware, software or a combi- 
natton thereof. A person skilled in the art wouM be able to implement the remota-controlled secure mode module 54 
without undue experimentation. 

40 

Remote PIN Code 

[0039] If the mobile phone 10 is tost, stolen or misplaced the user may also send via a telecommuntoatton signal a 
remote PIN code command to hisAier mobile phone 10 If the need for a PIN code has not already been activated by 
<9 the user The remote-controltod secure mode module 54 wlH perfonns functions to acthrate the need for a user to 
provide a PIN code in order to use the moblto phone 10. 

Status Message 

so (0040] In Figure 8, the status message module 56 allows the user to request infonnatton about the mobile phone's 
status by sending it the conirol message with such a request. The mobile phone 10 woukJ retum infomiation, for 
example, via a Short Message System (SMS), to a number specified In the control message. The Information could 
contain, for example, phone location data or last usage data. 

[0041 ] The status message module 56 may be hnplemented using hardware, software or a combination thereof. A 
55 person skilled in the art would be able to implement the status message module 56 without undue experimentation. 
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[00421 In order to send location data, the status message module 56 cooperates with the posttion location module 
18 to send location data indicating the localionof themobllephone 10. The position location module 18 vrould cooperate 
with, tor example, a global pissltloning satellite system (not shown), to provide some kiiKl of location infomiatlon to 
detennlne the geogrephlral posBion of the mobile phone. 



I0043I The status message module 56 may also send last usage data, such as when the mobile phone was used 
the last lime (call, SMS, or maybe just the use of an application). This Intormation is typicaly stored in the memon^ of 
themobllephone 10. 

[0044J This Is useful in situationswherememobilephoneisbelngtraclrad, forexample,lf theuserdoesnotremember 
where he/she left it. The second item tells whether someone has been using it. 

CONTROL MESSAGES 

[0045] In Rgure 2, the security and control module 20 has control message modules 50 that Include a transfer of 
control messages module 62 and a control language module 64. 

Transfer of Control Messages 

I0046J In Figure 2, the transfer of control messages module 62 controls the transfer of control messages between 
the userto the mobile phone 10 (Figure 1). 

[00471 TheecopeoftheinventlonlsnotintendedtobelimltedtoanyparticularwayoftransfBrrlngthecontrolmessage 
to the mobile phone 10. However, whatever system Is used for iransfening the control message to the mobile phone 
1 0, the system must enable the average user to easily send the control message. This means that the user must have 
an easy access to the system which is used to send the message, and the operation for composing and sendina the 
message must also be easy. * 
[00481 The Short Message System (SMS), which is known In the art. provides a natural choice or schenw for trans- 
messages, but other message iransfening systems are icnown in the art, includhg wireless internet 



[00491 Characteristics of an SMS interface Include the folowing: 

[0050] Any mobile phone with SMS capability can be used to send the control message. 

[OOSI] The receiving mobile phone can receive the control message automatically whenever it is "on" and in contact 

with a network. 

[00521 The transfer of control messages module 62 may be implemented using hardware, software or a combination 
thereof. A person skilled In the art wouM be able to Implement the transfer of control messages module 62 without 
undue experimentatkMi. 

Control Language 

[0053] In Figure 2. the control language module 64 operates to contiDi the language used to transfer messages 
between the user to the mobile phone 10 (Figure 1). The control language is bnplememed tor composing control 
messages.Thecontrol language isaslmplBone and resemblesanaturallanguage in ordertomakelt easy torriemor^^ 
[00541 The following Is an example of a simple control language that may be used: 
[0059] Commands and parameters are separated by nonprinting characters (space, new line etc ) 
[00561 A command starts with thb keyword SECURITY foltowed by the security code of the mobile phone When a 
short message arrives, the control language module 64 always checks the beginning of the control message end If a 
keyword with matehing security code Is found, it Interprets the whole message and acta accordingly. 
[00571 After the beginning keyword and security code, one command keyword (and Its parameter if re 
be added. Examples of supported commends and a descriptton thereof ere listed in Table 1 as follows: 



Keyword 


Parameter 


Description 


LOCK 




Locks the mobiie phone, dsplays "Phone is locked" message and a 
predefined phone number on screen. Allows calls to the number. 
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Table 1 (continued) 







Description 




phone number 


Locks the mobile phone, (optional) displays a This phone is losr message 
on screen. Allows calling one number, specified by the mobile phone 
number parameter, or the predefined one. 


STOLEN 


phone number (optional) 


Locks the nwblle phone, displays a "This phone Is stolen* message on 
screen. Alloiivs calling one number, specified by the mobHe phone number 
parameter, or the predefined one. 


UNLOCK 




Unlocks the mobile phone so that it can be used noimaRy. 


INFO 


phone number 


Convnands the mobile phone to send a status message to the number 
specified In the mobile phone number parameter. 



[00581 As an example, a command message containing the text ■SECURITY 12346 LOST 02654321 " wouM instruct 
so the control language module 64 to display the lost phone message, to lock the mobile phone, and to allow calls to the 
phone number 02654321 . 

(005B) The control language module 64 may be implemented using hardware, sofhware or a combinatton thereof. A 
person skilled in Ihe art would be able to implement the control language module 64 without undue experimentation. 
(0060) In one embodiment, thecontrol messages would only be effective when the mobile phone 10 (Figure i) uses 
as the owners SIM. Therefore, other existing security mechanisms woukl be needed to achieve the best security. 

[00611 The present inventton Improves current security schenras, for example, in the usual case when a mobile 
phone is lost when It is "on", so that anyone can use it unta power rons out or the operator blocks ft. The present 
invention can also help in those cases where the PIN query is olf , although the SIM can then be used In other phones. 

30 Scope of the Invention 

[0062] Accordlngiy, the invention comprises the features of constnictton, combination of elements, and arrangement 
of parts which will be exemplified in the constructton hereinafter set forth. 

[0063] It wilt thus be seen that the objects set forth above, and those made apparent from the preceding description, 
33 are efliciently anained and, since certain changes may be made in the above construction without departing from the 
scope of the invention, it Is Intended that all manor contained in the above description or shown in Ihe accompanying 
drawing shall be interpreted as illustrative and not in a Umiting sense. 



1 . A method of displaying owner Infbnnatlon for security applteations In a secure mode operation of a moble phone, 
comprising the steps of: 

45 checking a SIM card; 

dlspl^lng a PIN code query if the PIN code query is "on", receiving a user PIN code, and checking the PIN 
code; and 

either starling up the mobile phone so a user can operate the mobile phone normally if the SIM card is recog- 
nized as a mobile phone owner's SIM card known by Ihe mobile phone and If the PIN code Is successfully 
so entered, or 

locking the mobile phone and displaying a phone display message with owner Information if the code PIN 
query is cancelled. 

2. A method for remotely locking a mobile phone, comprising the steps of: 

55 

receiving a telecommunicatton control signal; and 

locking the mobile phone and displaying a phone deplay message with owner inf onnatton for contacting an 
owner of the mobile phone. 
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3. A method according to claim 1 or 2, wlwrein the method further comprises the steps of: 

requesting a security code from a user K a SIM card is not recognized as a mobile phone owrwr^ SIIWI card 
known by the mobile phone, and a PIN code is entered correcUy. and checldng a security code; and 
either starting up the mobile phone so the user can operate the mobile phone noimally if the security code is 
entered correctly, or 

locltlng the moble phone and displaying the phone display message with ovmer infonnation if a security code 
request is cancelled, or if a wrong security code is given. 

4. A method according to claim 1 , 2 or 3, wherein the step of locking the phone comprises the steps of: 

only allowing a phone call to the owner's phone number displayed in the phone display message; and 
disabling any other use of the mobile phone, except for emergency calls. 

5. A method according to claim 1 , 2 3 or 4, wherein the method further comprises the steps of: 

receiving a control message from the owner of the mobile phone wKh a phone lost command for locldng the 
mobile phone and displaying the phone display message. 

6. A method according to any preceding claim, wherein the method Includes the step of displaying the phone display 
message with the text: "This phone Is locked. Call the owner.', This phone is lost. Call the owner.', and/or with 
the text: This phone is stolen. Cafl the owner.", as weH as the phone number of the owner of the mobile phone. 

7. A method according to any preceding daim, wherein the method further comprises the steps of: 

receiving a phone status request from a remote source; and 

providing a status message with infonnation about the mobile phone in response thereto. 

B. A method as claimed In dlaim 7, wherein the phone status request comprises: a phone number to which the stahjs 
message Is sent 

9. A method as claimed in claim 7 or 8, wherein the phone status message comprises inforniatlon about a position 
location of the mobile phone and/or Information about usage of the mobile phone, including data about last usage. 

1 0. A method according to any preceding claim, wherein the method includes the step of: 

transferring the telecommunication control signal using a short message system. 

11. A method according to any preceding claim, wherein the method includes the step of: 

sending via the teiecommun ication control signal a remote PIN code command to the mobile phone to request 
a PIN code from a user. 

12. A method according to any preceding claim, wherein a control message includes an owner telephone number for 
displaying In the phone display message. 

13. A method according to any preceding claim, wherein the method includes the steps of: 

switching the mobile phone off; and 

either restarting the mobile phone so the user can operate the mobile phone nonnaly if the PIN code and 
security code are entered correctly, or 

locldng the mobile phone if the PIN code and security code are not entered conectly, and displaying the phone 
display message as a phone lost display message containing the text This phone is lost. Call the owner", 
and an owner's telephone number that is provided in the control message. 

14. A method according to any preceding claim, wherein the method includes the step of: 

transferring a control message from the user using a short message system. 
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16. A method according to claim 1 4, wherein the st(^ of transferring indudss sending the controi 
mobile phone having the short nrassage system. 

16. A method according to claim 1 4. wherein the method includes the step of: 

enabllog the mobile phone to automatically receive the control message when the mobile phone is "on* and 
In contact with the network. 

17. A method according to any preceding daim. wherein the method Includes the step of: 
using a control language for sending control messages to the mobile phone that has commands and param- 



18. A method according to any preceding dalm. wherein the method Includes the step of: 

usingacontrol language for sendlngacontrol message to themoblle phone that starts withaoommand having 
a keyword SECURITY followed by the security code of the mobNe phone. 

19. A method according to any preceding claim, wherein the method Includes the steps of: 

receiving a short message thai Is a part of the control message; and 

checking the mobile phone at the beginning of the short message, and if a keyworel wBh a matching security 
code Is round, then interpreting the control message and adapting the mobile phone accordingly 

20. A method according to any preceding claim, wherein the method Includes storing owner Infomiation in a memonr 
of the mobile phone. ' 

21 . A method according to any precedng dalm. wherein the method indudas requesting owner Infomiation from the 
user and storing the owner Infomiation in the memory. 

22. A method for tocking a mobile phone, comprising the steps of: 

receiving either a user security input signal and a personal identifteatlon input signal, or a tdecomrnunksation 
control signal, or a combination thereof; and 
locking the mobile phone in response thereto. 

23. A method according to claim 22, wherein the user security input signal Is either a SIM card signal or a security 
control signal, and the personal Identlnation Input signal Is a PIN code signal. 

24. A method according to claim 22 or 23, wherein the telecommunication control signal is a remote control message 
signal via a telecommunk»tk>ns network from an owner of the mobile phone. 

25. A method according to claim 22, 23 or 24, 

wherein the telecommunication is a remote status message signal via a telecommunications network from an 
owner of the mobile phone requesting status Informatton; and 

wherein the method further comprises the si^ of providing a status message signal via the telecommunica- 
tions network to the owner with Infomiallon about the mobile phone. 

26. A method for locking a mobile electronic device, comprising the steps of: 

receiving either a user security input signal and a personal ldentlfk»tk>n Input signal, era telecommunkntkm 
control signal, or a combination thereof; and 
locking the mobile electron'c device in re 



27. A method as dalmsd In dalm 26, wherein said mobile alectronk: devtee comprises a 
computer. 
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28. A mobRe phone coupled to a telecommunications networlc, ttie mobile phone comprising: 

security and contioi modules, responsive to either a user security input signal and a personal Identification 
input signal, or a telecommunication control signal, or a combination thereof, for locldng the mobile phone In 
response thereto. 

29. A mobile phone according to claim 26. wherein the user security Input signal Is either a Slltil card signal or a securi^ 
control signal, and the personal identiTication input signal is a PIN code signal. 

30. A mobHe phone according to claim 28 or 29, wherein the security and control modules Include a remote^ontrolled 
secure mode module that receives the telecommunication control signal in the f omi ol a remote control message 
signal via a telecommunications network from an owner of the mobile phone. 

31 . A mobile phone acconling to any of claims 28 to 30, wherein the securty. and control modules include an owner 
iniormaiion display that displays a phone display message with owner Infommtlon for contacting the owner of the 

mobile phone. 

32. A mobile phone according to claim 31, wherein the owner Infonnatlon display includes a phone locked display 
message with the lexi: This phone is locked. Can the owner", This phone is lost. Call the owner.", or This phone 
Is stolen . Call the owner.", as well as the phono number of the owner of the mobRe phone. 

33. A mobile phone according to any of claims 28 to 33, wherein the security and control modules include a status 
message module that receives the telecommunicatkm control signal in the form o1 a remote status message signal 
from an owner of tho mobile phone requesting status infonnation, for providing a status messi^ telecommuni- 
catton signal to the owner with infonnatlon about the mobile phone. 

34. A mobile phone accorcSng to any of claims 28 to 33. wherein the securRy and control modules include a transfer 
of control messages module that transfers the telecommunication control signal from the owner using a short 
message system. 
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Phone rs locked. 
Call the owner 
02654321 



FIG. 3 : Phone locked display, PIN query cancelled. 

Phone is locked. 
Call the owner 
02654321 

Call 

FIG. 4 ! Phone locked display, SIM card available. 

This phone Is lost. 
Please call 
02654321 

Call 

FIG. 5 : Phone lost display 

This phone is stolen. 
Please call 
02654321 

Call 

FIG. 6 : Phone stolen display. 
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